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  The APBi

Which career path is right for you? Semester breaks between classes 
offer some of the greatest moments to meet with Industry, BDPA Student 
Members, and BDPA Sponsors to optimally map mutually projected 
requirements, forecasts, and capabilities with BDPA Student Member 
periods of availability. For related events and stories visit bdpatoday.com or 
discover more engagement opportunities inside this edition.

  BDPA Hosts Hour of Code with NSBE-Jr. and Microsoft
Computer Science Education Week (CSEdWeek), December 5-11, 2016 is 
an annual program dedicated to inspiring students from K-12 to take interest 
in computer science. Hour of Code launched as a one-hour introduction to 
computer science. 

  The NICE Cybersecurity Workforce Framework
A draft Special Publication 800-181 is currently available from the National 
Initiative for Cybersecurity Education (NICE) for public comments. All 
suggestions and recommendations for NCWF from Industry, Academia, 
local Goverments, and your community are due by January 6, 2017. 

https://bdpatoday.com
https://bdpatoday.com
https://CES.tech
http://csrc.nist.gov/publications/PubDrafts.html#SP-800-181
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BDPA, formerly known as Black Data Processing 
Associates, was founded in 1975 to promote professional 
growth and technical development to those in or entering 
information and communications technology (ICT) career 
fields and related industries.  Now in its 40th year (Volume XL) 
National BDPA (NBDPA) and participating local BDPA Chapters 
publish quarterly or monthly newsletters.  For newsletter or 
web portal advertising rates, publication schedules, online 
calendars, and newsletters, contact regional or local BDPA 
Chapters by visiting bdpa.org or by calling 301.584.3135.    
 
bdpatoday (ISSN 1946-1429) is published by participating 
Local Chapters of NBDPA with their respective chapter 
Communications Committees, mailed to BDPA members, 
BDPA corporate sponsors and electronically delivered to 
BDPA Chapters and Chapter Interest Groups (CIGs)  as a 
benefit of membership.  First Class and Periodicals postage 
paid at Washington, D.C. and additional regional mailing 
offices.   Unless otherwise noted by own copyright, art and 
graphics ©National BDPA, ©BDPA-DC, ©Corbis, ©Getty 
Images, ©ITSMF and ©JupiterImages.  NBDPA Conference 
photos ©National BDPA, credits: Charlie Perkins, Lynn 
Dunigan; BDPA-DC photos: Lynn Dunigan, Kyle Carter, and 
Catherine Williamson. Cover  photo: JupiterImages; PTTV 
graphics, photos and logos: ©BDPA-DC and  ©bdpatoday.  

Chapter publications, such as bdpatoday, are available for 
online publishing of ICT industry, chapter news, and community 
IT, Cyber, and STEM events. Forward advertisements, articles, 
calendar of events, or images with captions and credits 
to: info@bdpatoday.org.  Readers may use National 
BDPA’s landing page, BDPA.org, to review local events 
or visit www.bdpatoday.com.  Advertisements, articles, 
announcements, OP-EDs, tweets, re-tweets, or following 
National BDPA on social media does not constitute an 
endorsement. Contributor opinions are not necessarily those 
of National BDPA, local BDPA Chapters, nor bdpatoday. 
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 ITSMF First Quarter 2017 Symposium & Achievement Awards—03.09.17 | Charlotte, NC

ITSMF’s mission is to increase the level of African-American representation at senior-levels of IT 
through executive leadership development programs, networking initiatives, formal mentoring 
and strategic partnerships.

According to their Vision Statement, ITSMF intends to graduate 500 professionals by 2020 
through a series of rich, developmental, and career-advancing programs, and do so by being a 
second family to its members and partners.

Technical professionals are encouraged to continue and accelerate their journey to the C-Suite 
while exploring timely and relevant topics critical to professional development. Throughout the 
year members and corporate partners gather at symposia, professional networking events, and 
conferences to build rewarding professional and personal relationships. Learn, share and network 
with other Technology executives in an atmosphere of trust, camaraderie and openness.    bt

CES 2017             See pages 16-17
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– See real-time application performance, user experiences, 
and infrastructure capacity

– Act fast. Isolate, resolve and automate the resolution of 
performance bottlenecks — in production

– Know your mission impact with real-time application analytics

  July 2016Julyly 2020 616   bdpatoday.com bbdppatatotoodayay.y.ccom P.05P.P.05505

See how your apps are performing. 
Start a FREE trial at appdynamics.com

http://www.appdynamics.com


http://www.rkcybersolutions.com


Every day CSRA makes a difference in how the 

government serves our country and our citizens. 

We are inspired by the important missions of 

our customers and we believe that by working 

together we can deliver exceptional  

next-generation IT solutions and professional 

services to enable the safety, security, health and 

well-being of our nation.

csra.com

NEXT-GENERATION
IT SOLUTIONS FOR MISSION 

SUCCESS 

Proud to sponsor BDPA in their mission 
to advance careers from the classroom 

to the boardroom.

http://www.csra.com


Cybersecurity Workforce Framework
WASHINGTON (US-CERT.gov) — National Cybersecurity Workforce 
Framework provides a blueprint to categorize, organize, and describe 
cybersecurity work into Specialty Areas, tasks, and knowledge, skills, 
and abilities (KSAs).  The Workforce Framework provides a common 
language to speak about cyber roles and jobs and helps define 
personal requirements in 
cybersecurity.

The Workforce Framework 
organizes cybersecurity into 
seven high-level Categories, 
each comprised of several 
Specialty Areas.

Framework Categories
Within the Framework, there are seven Categories, each comprising 
of several Specialty Areas. This organizing structure is based on 
extensive job analyses that groups together work and workers that 

continued on page 19
 
This month, visit bdpatoday.com and BDPA.org to actively participate 
in  Computer Science Education Week and Hour of Code events with 
participating BDPA Chapters. 
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US CYBERCOM Achieves IOC 

FORT MEADE, Md.— All 133 of U.S. Cyber Command’s Cyber Mission Force teams

a testament to the Defense Department’s focus on developing cyber capability and capacity, as

Assessment of Capability

capability (FOC) and serves as standard baseline in building the 133 teams.

New Focus Now Aligns With DoD’s Cyber Strategy
The focus of Cybercom’s Cyber Mission Force teams aligns with the DoD Cyber Strategy’s three primary missions: Defend DoD networks and 

  bt

Source: defense.gov  Photo:  U.S. Navy 
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CBC TECH 2020 African American Inclusion Plan — National BDPA

Overview

In May 2015, the Congressional Black Caucus (CBC) launched CBC TECH 2020 to bring together the 
best minds in the tech, non-profit, education and public sectors to chart a path forward to increase African 
American inclusion at all levels of the technology industry. The lack of African American representation in 
the technology industry means that many of our best and brightest – the problem solvers, critical thinkers, 
and those that challenge conventional thinking – are not included, and America’s global competitiveness 
suffers as a result. By adopting a CBC TECH African American Inclusion Plan, organizations are expressing 
their commitment to use their unique capabilities and networks to contribute to increasing diversity in the 
technology industry.

BDPA Mission

Black Data Processing Associates (BDPA) is a global member technology organization that delivers 
programs and services for the professional well-being of stakeholders. Founded in 1975, BDPA is a 
non-profit organization of professionals working in or having an interest in the Computer Science and 
Information Technology fields. BDPA has a diverse representation of information technology professionals. 
Included amongst the organization’s members are programmers, analysts, engineers, managers, instructors, 
entrepreneurs, and students, to name a few.
 
BDPA Motto:  “Advancing Careers from the Classroom to the Boardroom.”
 

BDPA Action Items
 
Outcome:    Increase the number of IT professionals ready to lead at all levels within industry.
 
Importance:  Diversity, especially African American, is needed across organizations to encourage, inspire 
and demonstrate that better decisions and business growth are achieved when there is equal representation 
at the table.
 
Action Steps:            
Develop and implement a Senior Leadership/Executive Track curriculum at the 2016 BDPA Conference 
for senior level staffers aspiring to acquire skills that enable them to grow and be considered for Director 
and above roles;
 
Identify opportunities to partner with ITSMF and others to create mentorships and training opportunities 
that assess and prepare our membership for senior leadership and/or executive level roles; and
 
Assess and create a BDPA program for senior leadership and/or executive level members that enable them 
to enhance, strengthen and grow their skills in preparation for new, current or future leadership roles.
 



CBC TECH 2020 African American Inclusion Plan — NBDPA continued

Outcome:   Grow the pipeline of future IT, Computer Science and S.T.E.M. talent through BDPA 
Connect (College Outreach) and Student Information Technology Education and Scholarship (S.I.T.E.S.) 
program. The S.I.T.E.S. program encompasses the High School Computer Competition Program, IT 
Showcase and Mobile Application Showcase.
 
Importance:  To cultivate the next generation of talent and enable sustained presence in industry.
 
Action Steps:            
Launch BDPA Connect and our updated High School Computer Competition (HSCC) program across 
our 35+ chapters;
 
Conduct quarterly webinars with College students to increase awareness of our new program, training/
education, technology trends, internship and employment opportunities; and
 
Expand the participation, quality and sponsor engagement of the Mobile Application Showcase.

Outcome:    Establish and formalize partnerships with at least three (3) Silicon Valley technology firms to 
facilitate a pipeline of internships, as well as entry-level and experienced-hire talent. These partnerships 
may include the following: financial commitment, in-kind donations, recruitment opportunities, 
scholarships, internship, strategic and executive support.
 
Importance:  These partnerships become a catalyst and enabler of increased workforce diversity and 
membership growth, initially in the Bay Area (California) and nationally thereafter.
 
Action Steps:            
Create targeted list of top 10 Silicon Valley tech companies;
 
Generate and send exploratory “partnership” inquiries to top 10 list, soliciting feedback to determine 
willingness to partner with BDPA; and Create and execute MOUs based on partnership, mutual 
agreement and benefit.
  
Partnerships:
Information Technology Senior Management Forum (ITSMF), CompTIA, Coalition of Hispanic, 
African and Native Americans for the Next Generation of Engineers and Scientists (CHANGES), 
DiversityComm, and Diversity In Action.
 
Learn More:  BDPA — http://www.bdpa.org 
Host Chapter: BDPA-DC — http://www.bdpadc.org
CBC TECH 2020: http://cbc-butterfield.house.gov/tech
#CBCTECH2020 #BDPA #BDPADC

http://www.bdpa.org
http://www.bdpadc.org
http://cbc-butterfield.house.gov/tech
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New Industry Careers: CYBERSECURITY
 
Enterprise Pivots to Industrial Internet of 
Things (IIoT) Yield Greater Cyber Challenges

Industrial Internet of Things (IIoT), where cameras, embedded 
devices, sensors, drones, and robots are becoming increasingly 
more connected. 

ecosystems have become more 

Industry vulnerability research teams are now focused upon devices 

Distributed Control Systems (DCS), and related embedded devices. 

New research and development (R&D) teams must rapidly discover 
and understand the latest issues and newest threats  in control 

original equipment manufacturers (OEMs) must cryptographically 

hardware devices to verify signatures. Signatures with long-life 

variants than common threat signatures. Cyber security must 
be baked into every DCS embedded device and ICS module. bt 

Sources: GE and Wurldtech | Photo credit: Insta_Code, Toronto 
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IT Career Paths: Top 5 New Industrial IoT Jobs
WASHINGTON — October is  which 
is an annual campaign to raise awareness about cybersecurity. We live in a world 
that is more connected than ever before. The Internet touches almost every 
new device and virtually all aspects of everyone’s daily life, whether we realize it 

For BDPA Members
below.

The Harvard Business Review
the “sexiest job of the 21st century”. Currently, data 

e-commerce companies. Now they are also entering the 

Semi-autonomous, autonomous, and even humanoid 

of robot coordinator will be a newly created industrial IoT job with the responsibility 

important. In order to manage the increasing amount of machines and products that 

the overall system design. They are involved in mapping the business needs to 
system requirements and technical requirements.

4. Industrial Computer Engineer / Programmer

life by the industrial computer engineer. Three kind of programming skills are 
necessary for these kind of industrial IoT jobs. Firstly, the programmer should 

be experienced in some of the major general 
purpose languages such as Java, C++, or 
Python. Secondly, he/she should be able to 

Finally, there is an important hardware 
component in the industrial programming 
environment. Robots and intelligent devices 
need to be programmed.

5. Industrial UI/UX Designer

the consumer world to the industrial world 

manufacturing dashboards on tablets and mobile phones, to machine interfaces 

     bt

Sources: and | Photo credit: Insta_Code
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CES® 2017 | January 5-8 | Las Vegas, NV
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    Cybersecurity Workforce Framework 

Analyze

intelligence.

• All Source Intelligence

agencies across the Intelligence Community. Synthesizes and places 

• 

• Targets
Applies current knowledge of one or more regions, countries, non-

• Threat Analysis

Collect and Operate

used to develop intelligence.

• 

• 

• 

or crimes of IT systems, networks, and digital evidence.

• Digital Forensics
Collects, processes, preserves, analyzes, and presents computer-

• 

Operate and Maintain

performance and security.

• Customer Service and Technical Support

maintenance and training in response to customer requirements or 

• 
Develops and administers databases or data management systems 

• Knowledge Management
Manages and administers processes and tools that enable the 

• Network Services

• 

• Systems Security Analysis

systems security.

Oversight and Development

• 

Develop, plan, coordinate, deliver and/or evaluate training courses, 
methods, and techniques as appropriate.

•  

in or outside the network environment; may include procurement 

• Legal Advice and Advocacy

continued on page 21
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Conference Dates:  
Nov. 12 - 17, 2017 
 
Exhibition  Dates:  
Nov. 13 - 16, 2017

SC17: HPC Connects
Unlike anytime in history, HPC is allow-
ing us to analyze mountains of data to prove 
long standing theories about our universe, 
our climate, our health, and our interests 
in many other research domains.  Areas of 
the world now have access to new materi-
als that help to slow down climate change…
Coastal cities are evacuated before hurri-
canes claim lives…New precision medicine 
techniques bring new hope to our families 
and friends… Humanity is connected as 
never before through these discoveries. 
HPC brings together the computing sys-
tems and brilliant minds in this pursuit for 
a better world and our place in the cosmos. 

http://sc17.supercomputing.org/

The International Conference for High Performance Computing, Networking, Storage and Analysis

http://sc17.supercomputing.org/


    
Cybersecurity Workforce Framework 

domain. Advocates legal and policy changes, and makes a case on 

including legal briefs and proceedings.

• Security Program Management  

to include strategic, personnel, infrastructure, policy enforcement, 
emergency planning, security awareness, and other resources (e.g., 
CISO).

• Strategic Planning and Policy Development

Protect and Defend

• Computer Network Defense Analysis

systems, and networks from threats.

• Computer Network Defense Infrastructure Support
Tests, implements, deploys, maintains, reviews and administers the 

manage the computer network defense service provider network 

• Incident Response

preparedness, and response and recovery approaches, as needed, to 

• Vulnerability Assessment and Management

assesses the level of risk, and develops and/or recommends appropriate 

Securely Provision
Specialty areas concerned with conceptualizing, designing, and 
building secure IT systems, with responsibility for some aspect of the 
systems’ development.

• 

Ensures appropriate treatment of risk, compliance, and assurance 

• 

• Systems Development
Works on the development phases of the systems development lifecycle. 

• Systems Requirements Planning

meet business needs.

• Systems Security Architecture

of the systems development lifecycle; translates technology and 

security designs and processes.

• Technology Research and Development

• 
Develops and conducts tests of systems to evaluate compliance with 

NICE Cybersecurity Workforce Framework
(also known as the “ ”)

cybersecurity workforce and provide a common taxonomy and lexicon 
by which to classify, code, and categorize workers. 

and 50 work roles that comprise cybersecurity work and provides a 

work role. The NCWF can be used by private, public, and academic 
industry sectors to describe cybersecurity work and workforces, with 

departments and agencies and numerous egagements with academic 

 
800-181 is posted for public review and comment at:

Comments are due no later than Friday, January 6, 2017.                       bt

— Source: 
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WASHINGTON (bdpatoday)—The 
for Interns 

Chapters to enhance 
scholarship, internship, 
and employment 

for BDPA Student 
Members seeking 
new and entry-level 
career advancement 

Capital Region, previous 
semester APBi’s included 
BDPA’s High School 

(HSCC) scholarship 

follow-ups, federal 

requirements,    security  

— : BDPA-DC 

Annually, BDPA-DC co-hosts a BDPA Student Member & Student 
Alumni Pancake Brunch with Industry, Members, and their families 

at IHOP on the Saturday before 
Christmas Eve.

During 2016, career oriented 

BDPA Chapters across the region 
included the H.O.P.E. Project 
DMV’s  and the 

; Regional 
 at Bowie State 

Media, Telecom and Internet 
Council (MMTC) Tech Prep Summit 
at the University of the District of 
Columbia (UDC).

During semester breaks, students 
join or renew BDPA Memberships 
with local Chapters at BDPA.org.  bt
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#ces2017 | Next Month in LAS VEGAS

January 5-8, 2017  Las Vegas, Nevada

https://bdpatoday.com
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